Krajowa Izba Rozliczeniowa S.A.

CERTIFICATION PRACTICE STATEMENT AND CERTIFICATION POLICY OF
KIR FOR TRUSTED S/MIME CERTIFICATES

Version 1.1

Opieczetowano przez/ Sealed by:
Krajowa Izba Rozliczeniowa

Spétka Akcyjna

Data/ Date: 02.06.2026 15:27

mSzafir



Document history

Version number Status Changes Date of issue
1.0 Document approved by the First version of the document 31 March
Management Board of KIR — 2026

version effective as from 1 April
2026 to 1 June 2026

11 Document approved by the Refinement of processes 28 May 2026
Management Board of KIR — carried out by KIR in
version effective as of 2 June 2026  connection with the issuance of
S/MIME certificates



LIST OF CONTENTS

L. FOREWORD .....cciitiit ettt ettt e ettt e et e e e sttt e e e sa b et e e e aataeeeeastaee e e aateeeeeantaeeeeantaeeeeantaeeeeantseeeeantaeeeessbaeeeansbneeeasaenaeans 11
00 1 o To 18 X 1o T o OO RPRRPPRRUPRPPRN 11
1.2. Document Name and ItS [deNtIfICALION ........coueiiiriieiiieiee et eenee e 11
1.3. Participants of the PKI Infrastructure Described in the CPS ... 11

1.3.1. Certification AULNOIILIES. ... .. .ueiieiiie et e et e e e s sttt e e ee e e s e s anbeeeeeaaeessasnbbeeeeeeeesaannnreees 12
1.3.2. REQIStration AUINOIITIES .........viiieiiee et s e e e e e e e s e s r e e e e e s s st nba e e e e eeeessasnraeereeeeesannnrenns 12
GG TS 10 o £Tod ] o 1= £ OO RO PP PPRPPR 12
RS TR S I 0 S (= To [ = T 1= T PP 13
1.3.5. Other PAITICIPANTS ... .eeeeeiieti ittt ettt e e sttt e e sk e e e e e st bt e e e sabb e e e e sabe e e e e aabe e e e e anbreeeesnnneeeeaas 13
1.4. Appropriate Uses Of the CertifiCAE .........uuuiiiii i e e e s e e e e s s st e e e e e e e e s snneaeeeeaees 13
1.4.1. Types of Certificates and Recommended Areas of USE .........coovvvvviiiiiiiiiieee 13
N e (o a1 o (= o [ AN ST Lo o U PSR 14
S T 08 =S Ao 1 T 1S3 = L1 PSSP 14
1.5.1. Organization Administering the DOCUMENL .............coiviiiiiiiiicie e 14
1.5.2. CONACT PAITICUIAIS .....ccoiiriiiiiiieice ettt ettt e e e s st e e s e e s sann e e e e srreeessnreeeeaas 14
1.5.3. Entities Defining Validity of the Rules Provided in the CPS ... 14
1.5.4. CPS APPrOVAl PrOCEAUIES.........ueiiiiiiiie ettt ettt e ettt e sttt e e sabe e e e e sabb e e e e aabb e e e e sbbeeeeabreeaeaas 15
1.6. DefinitionNs @nd @CrONYIMS ......ccoc ittt ettt a e 15
IO ST A B =Y 1011 o ] PO PPPRPPPPRRR 15
ST ol (o]0} 1 1T PP PPRTPRR PP 15

2. RESPONSIBILITY FOR PUBLICATION AND COLLECTING INFORMATION ....cccuutieiiiiiieiiiiieesiiie e siieee s 16
00 =T o0 1] 1 (0] VS 16
2.2. Publication of Information in the REPOSIIONY ..........uuiiiiiiiie et 16
2.3. FrequencCy Of PUDIICATION .........cooiiii et e et e e e it e e e e aa b et e e e rtb e e e e anbe e e e eneee 16
P =T o0 ] (o] VA Yoot O 0] o1 1 o) 17

3. IDENTIFICATION AND AUTHENTICATION .. .titiiitiiii e ittt sttt e e sttt e e sttt e e s sttee e e s nttaeaessssseeesssbseeeaseseeesanseeeesannseeas 17
3.1. Names Used in Certificates and Identification of SUDSCIIDEIS ..........ooiiiiiiiiiiii e 17

0 0 B Y/ o 1= TSl o ) g = T 1 1= PP OPPRT 19
3.1.2. Necessity to Use Meaningful NAMES.........ccooii i 19
3.1.3. Ensuring ANONYMILY 10 SUDSCIIDEIS ... ... 19
3.1.4. Rules for interpreting various NAame fOFMS ........oiiiiiiiiii e 19
3.1.5. UNIQUENESS O NAIMIES ...eiiiiiiiiiie ittt ettt ettt sttt e e s st e e e e a bt e e e e a sttt e s e n ettt e e e nnbe e e e e nbeeeeenbaeeeenneee 19
3.1.6. Recognition, Authentication, and the Role of Trade Marks ... 19
3.2, Initial [deNtity VAIABLION.......cooii ettt e e e e ettt et e e e e e e s bbb e e e e e e e e e annbnbeeeaaaeaeaanns 19
3.2.1. Method To Prove PoSSesSSIioN Of PrVALE KEY .........uiiiiiiiiiiiiiiie ettt 20
3.2.2. Identification and Authentication of Entities Other Than Natural Person ..........c.cocccvveeveeeeiiiiiiiieneeeeneennns 21
3.2.3. Identification and Authentication Of Natural PErSONS..........cooi ittt 21
3.2.4. Subscriber's Data Not Subject t0 VerifiCation ...............uiiiiiiiiiiiie e 21
3.2.5. Checking Rights t0 RECEIVE CEItIfICALE .........uuiiiiiiiiiieiiie et 21



3.2.6. Criteria fOr INTEIOPEIALION ... ..o ettt e et e e e s e st bbbt ee e e e e e s e aba b et e e e e e e e s aanbbbreeeaaaeeaanns 21

3.3. Identification and Authentication During Renewal of the Certificate ............cccvviieiiei e 22
3.3.1. Renewal During Validity Period of the Current Certificate ..........ccccceeeiiiiiiiiiie e 22
3.3.2. Renewal After Expiry of the Current Certificate's Validity Period ............cccoooiiiiiiiiiiiiiie e 22

3.4. ldentification and Authentication During Certificate Suspension or Revocation ............cccccevveeeiiiieeeeiiieeeens 22

4. REQUIREMENTS FOR PARTICIPANTS OF THE PKI INFRASTRUCTURE IN THE CERTIFICATE LIFE CYCLE
.................................................................................................................................................................................... 23

O I O =Y 1] To= Y (=T =T (U= SR PPERP 23
4.1.1. WhO may SUDMIL TNE FEOQUEST? ...ttt ettt s et e s et e e e n e e e e e 23
4.1.2. REQUESE FEQISTIALION PIOCESS .. ciiiutteiteiitiet e ittt ettt e ettt e e s st e e s s b bt e e s e s b e e e e e n b et e e aabb et e e aasbe e e e e nbr e e e enbneeeeaneee 23

4.2. Processing Of the CertifiCate REQUEST...........ii it e s r e e e e e s e e e e e e e e s s sntnraeeeeaeeenaans 24
4.2.1. Performance of Identification and Authentication FUNCHON ..........cc.eiiiiiiieiiiiie e 24
4.2.2. Acceptance or Rejection Of the REQUEST .........oiiiiiiiiiiii et 24
4.2.3. Request Processing Waiting PEIIOT ........c.oiiuiiiiiiiiie ettt 24
4.2.4. Certificate Authority Authorization ReCords ProCeSSING .......cccoieieiiieie ittt 24

4.3. 1SSUANCE OF the CITIFICALE ......ceiiieiiieiiee ittt e e e s e e e e e e e e e s e b bbb e et e e e e e e s nbnbbeeeeaeeeanns 25
4.3.1. Actions by the Certification Authority During Certificate ISSUANCE ..........cooviiiiiiiiiiiiee e 25
4.3.2. Informing the Subscriber of the Certificate ISSUANCE..........occuuiiiiiiiie e 25

4.4, CertifiCate ACCEPIANCE .....coo i —————— 25
4.4.1. Confirmation of the CertifiCate ACCEPLANCE ......cccoii e 25
4.4.2. Publication of the Certificate by the Certification AUtNOFLY ..........cceveiiiiiiii e 26
4.4.3. Notification of Other Entities About Certificate ISSUANCE .........c.uuviiiiii e 26

4.5. Pair of Key and Certificate Application — Obligations of the PKI Infrastructure Participants ..................oec..... 26
4.5.1. Obligations Of the SUDSCIIDEL ... 26
4.5.2. Obligations of the Contracting AUINOIILY ..........cooiiiiiiii e e 26
4.5.3. Obligations Of the TIUSIEA PATY ........coiuiiiiiiiiii ettt s e e e e e e sebre e e e e 27

4.6. Renewal of the Certificate for an Old Pair of KEYS........ccooiiiiii i, 27
4.6.1. Terms and Conditions of Certificate RENEWAL ..............ueiiiiiiiiiii e 27
4.6.2. Who May Request Certificate RENEWA? ..........ooiiiiiiiiiii et 27
4.6.3. Processing oOf the RENEWal REGUEST .........oiuiiiiiiiii e e 27
4.6.4. Informing About Renewed Certificate GENEratioN ..........cccooiiiiiie e 27
4.6.5. Issuance of the Renewed CertifiCate............uiiiiiii e e e 27
4.6.6. Publication Of the CertifiCate............uuiiiiiiiiiiii e e et r e e e e e s e bee e e e e e e s sennnnneeaaeeeaanns 27
4.6.7. Notification of Other Entities About Certificate ISSUANCE .........cuvuiiiiie e e e e 27

4.7. Renewal of the Certificate for a New Pair Of KEYS ..o 28
4.7.1. Terms and Conditions of Certificate RENEWAL ...............ooiiiiiiiiiii e 28
4.7.2. Who May Request Certificate RENEWA? ..........ooiiiiieiiie et 28
4.7.3. Processing of the RENEWal REQUEST .........oiuuiiiiiiii et e e 28
4.7.4. Informing About Renewed Certificate GENEIAtION ..........coiiiiiiiiiiiii e e e 28
4.7.5. Issuance of the Renewed CertifiCate...........uu i a e 28
4.7.6. Publication Of the CertifiCate..........uuuiiieiiiiciiiiii et e e s e s r e e e e e s e st ereeeeessnnssnneeeaeeeaanns 28
4.7.7. Notification of Other Entities About Certificate ISSUANCE ............uuiiiiiiiiiiie e 28



4.8. Change of Data Included in the CertifiCate ... 28

4.8.1. Terms of MakKing CRANQES ......cccuuuiiiiiieeiiicieiie e s st e e e e e e s e e e e e e s s st eeeeeeesasantaneeeaeeessnssnnnneeaeesaanns 28
4.8.2. Who May Request Changing Data in the CertifiCate?.........c.cccciiiiiiee i e e e e e 28
4.8.3. Processing of the Request for Changing the Certificate Data.............ccceeeiiiiiieiiiiieeee e 28
4.8.4. Informing About Generation of the Certificate with Changed Data ...........coccceveiiiiieiiiiii e 29
4.8.5. CertifICALE ISSUANCE ....c.ueiiiiei ettt ettt ettt s e bt e sk e e s E et e se e e e n e e n e e e snne e e nnneesnneas 29
4.8.6. Publication Of the CertifICALE ..........cviiiiie e e e r e e e 29
4.8.7. Notification Of CertifiCate ISSUBNCE .........oiuiiiiiie e e e e e st e e e e e e s snbe e e eeaaeeeaanns 29
4.9. Certificate SUSPENSION aNT REVOCALION .......ciiiitiiiiiiiiiii ettt e e e e b e e e nnnr e e e s aanreeas 29
4.9.1. Terms and Conditions of Certificate REVOCALION ..........ccovviiiieiiie i 29
4.9.2. Whom May Request Certificate REVOCALION?..........ccuuiiiiiee it ee e e s s srteee e e e e s s e e e e e e s snnnraeeeaaeesannns 32
4.9.3. Processing of the Certificate REVOCAtION REQUEST ..........oiiiiiiiieiiiii ettt 32
4.9.4. Permitted Delays in Certificate REVOCALION .........c.uuiiiiiiiiieiiiii ettt 33
4.9.5. Maximum Permitted Time for Revocation Request ProCeSSINg ......ccooeieie i 33
4.9.6. Obligation to Check Revocations by a Trusted Party .........ccoooiioieiiie e 33
4.9.7. Publication FreqUENCY Of CRLS .......cii ittt sttt st s e e e e e snbae e e neee 33
4.9.8. Maximum Delay in PUDICAtION OFf CRLS ......cuuiiiiiiiiiie ittt e e 33
4.9.9. On-line revocation/status checking availability ............ccoooiiiiiiiiii s 33
4.9.10. On-line revocation Checking reQUIFEMENTS ..........uuiiiiiiiiie ittt e e e e 34
4.9.11. Other forms of revocation advertisements available ... 34
4.9.12. Special Responsibilities When a Key Has Been COMPromiSed.........c.uuveiiiieieiiiiiieniiiee e 34
4.9.13. Terms and Conditions of Certificate SUSPENSION .......coiiiiiiie i 34
4.9.14. Who May Request Certificate SUSPENSIONT? ... ..t 35
4.9.15. Processing of the Certificate SUSPENSION REQUEST ........coiiiiiiiiiiiiie e 35
4.9.16. Permitted Delays in Certificate SUSPENSION ........uuiiiiiiiiie it 35
4.10. Verification Of the CertifiCate STALUS ...........uiiiiiiiiiiiieii e e e 35
O T @ o= = 10T F= I = = T (= ] o 35
4.10.2. ServiCe aVaIlability .........cooiuiiiii e 35
O T O] o] (o g F= TN (== LU (=T PP OUPRT 35
4. 11, WAIVET OF TIUSE SEIVICES ....eeiiutiiiiiiiieie ettt ettt ettt s et e e ek et e skt e e s bt e e s sttt e s asbe et e s esn e e e s nanee e e s nnnreees 36
4.12. Recovery and Storage Of Private KeYS .....ccccoi oo 36
4.12.1. Key escrow and recovery policy and PraCliCES ........oouuiiiiiiiieiiiiiie ettt 36
4.12.2. Session key encapsulation and recovery policy and PractiCes ..........ccoceuiiiiiiiiiiie i 36
5. PROCEDURES OF PHYSICAL, OPERATIONAL AND ORGANISATIONAL SECURITY ....ccoiiiiiiiiiiee e 36
5.1. PhySICal SECUNLY IMEBASUIES ......oiiiitiieiitee ettt ettt e e e e ekttt et e e e e e s abbbe e e e e e e e e sannbbbeeeeaeeeeaanbnbneeaaaeeaaanns 36
L0 A I Tor= o g =T T I =0 1SRRI 36

L R o 0 V] o | o o= PP TPRR 37
5.1.3. Power SUpPly and Air-CONGItION........coeiiiiiiiiiiie ettt e e e s ettt e e e e e s e bbb e e e e e e e e e saabbbreeeaaaaeaann 37
LT S (o To To [ o V2 Y (o PR PP PTOTPUPPRRTP 37
LRI 1 1 (= Tox 1 o] o SRS 37
LN G T [ 01 g g =0 T = T 1T SRR 38



5.1.7. Destruction of Redundant Carriers and INfOrmMation ...........ooviuueiiiiiiiee e e e e e eaa e 38

5.1.8. Back-up Copies and Back-UpP LOCALION .........uuiiiiiiiiiiiiiiiee e e eeceitee e e e e s s st ee e e e e s s e santae e e e e e e e snntnnneeeeeeanannns 38
5.2. Organisational SECUNLY IMEASUIES .......cceeiiiiiiiiiieeie e e e s ieiieteeeeeeesesssstatereeeaesesastateeeeaeesssaastaterreeaessasssnraeeeeeessnans 38
Lo T I 10153 (=T I o[ U UP T PPRRTR 38
5.2.2. Number of persons required PEI TASK ........cocuuuiii ittt e e 39
5.2.3. Identification and authentication for €ach role ... 39
5.2.4. Roles requiring Separation Of QULIES .........c..uiiiiiiie e e s e e e e e e s e e e e e e e e e s st nareeeaaeeeaanns 39
5.3. SEAf SUPEIVISION ...ttt ettt e e s b e e e e et e e e s bb et e e sabb e e e e aabe e e e e anbeeeeeabreeeeaa 40
5.3.1. Qualifications, Experience, AUNOTSALION ..........coiuiiiiiiii e 40
Lo IS - S T =1 ] o SR PPERRR 40
L0 T T I 10 11 o PSSP PPERRR 40
5.3.4. REPELItION OF TIaAINING. .. .eetiiiiiiiii ittt s bt e s et e e e bt e s e e bt e e e b b e e e s anbe e e e e nbeeeeennee 40
5.3.5. Frequency of Rotation of Positions and [tS SEQUENCE .........c..eiiiiiiiiiiiiiie et 41
5.3.6. Sanctions for UNauthoriSEA ACHONS ........c.iiiriiieiiiiie e s e e e e e enes 41
5.3.7. CoNtracted EMPIOYEES ......uicce e ——————— 41
5.3.8. Documentation Of the Staff.............oiiiiiiii e e e e e e e 41
5.4. Procedures for Recording EVENtS @nd AUGIL..........cuuiiiiiiiiiiiiiiee ettt e e e 41
LR I Y7 o 1T o =Yoo 0 (=0 I V= o) 41
5.4.2. Frequency of EVENLS INSPECLION (LOTS) ..uuuuiiiiiiieiiieeeieee s es s ee s s s s s s s s s s s s s s ss s s s e s s s s s s s as s s s e s e s n s s s e ae s e s e e e an e e e e s e aennanaas 42
5.4.3. Period of Storing Registers of RECOIded EVENIS .......cocuuiiiiiiiieiiiiie et 42
5.4.4. Protection Of the RECOIAEU EVENTS........cii ettt s st e e e e e e s st e e e e e e e ssnteaeeaeaaeeeaanns 42
5.4.5. Procedures of Making Back-Up Copies of the Recorded EVENtS...........ccoooeieiiii i, 42
5.4.6. System of Collecting Data for the Purposes of the Audit (Internal vs. External) ..............ccooee e, 42
5.4.7. Notification of Entities Responsible for the OCcurring EVENt ...........cooiiie e 43
5.4.8. Assessment of SUSCEPLIDIlity 10 TRIEALS.........uiiiiiiiiie e 43
LT T I = = U Y o 1L/ TV 43
5.5.1. TYPES Of ArCIIVEO DALA .......cuuuuiiiiiiiiiiiiiiieieieieieieieeeeererereeerere e e e e eeeees e s estsssesessssssssssssssssnsnsnsssnsnsnsnsnnns 43
LRI N o o111 (o =T o o B PP PP OPPRR 44
5.5.3. AICRIVES PrOTECHON ... ..eiiiiiiie ettt ettt e e e s e ettt e e e e e e s e e s s teeeeeeeeesaansntaneeeaeeeaanssnneneaaeaeaanns 44
5.5.4. Procedures of Creating BaCK-UDP COPIES .......uuuuuuuuuuiuieieieiiieisisisiuieiersistsrerersrsrsrsrsrsre—————————————. 44
5.5.5. Required Time-stamping Of ArChiVed Datal ............uuuuuuiuiuiiiiiiiiiiiiiiieieieieieieererereeree ... 44
5.5.6. Data Archiving System (Internal vS. EXIEINAL) .........oviiiiiiiiiii e 44
5.5.7. Procedures of Verifying and Accessing Archived Data...........cooiiiiiiiiiiie e 44
N I ()Y O g =T To [T o YT PP EP TP PRUTPPPPPRPT 44
5.7. Compromising of the Key and Launching After Failures or Natural DiSASters............occuuvieeiiiiiiiiiiiiiiieee e 45
5.7.1. Procedures of Handling Incidents and Responding to Hazards...........cccccviieiiiiiiiiiiniiiie e 45
5.7.2. Procedures of Recovering Computing Resources, Software, and/or Data............cccccevveeeeiiicciiiieneeeennnnnns 46
5.7.3. Actions in the Event Whereby the Private Key of a Registration Authority has been Compromised........ 46
5.7.4. Ensuring Business Continuity After DISASIEIS .......ciuuuiiiiiie ittt e e ee e e e e e 46
5.8. Completion of Operations of the Certification Authority or the Registration Authority ...........ccccevvieeiiienns 47
6. TECHNICAL SECURITY PROCEDURES. ........oiitiiiiiiiiittiieeteeteeeeeeeeaeaeeeeeeeaeeeeeeeeeeeeerereaererererererernanrennrnnnrnrnnnnsnnnnnnnes 47



6.1. Generating and INStalling A Pair OF KBYS .....uiiiiiiiiie et et e e e e e e eneeees a7

6.1.1. Generating @ Pair Of KBYS .....ccuuiiiiiiie it r e e s e e e e s e s st e e e e e e e s ss s te e e e eeeeeessnnnrnreeeaeeeeaanns a7
6.1.1.1 Generation of key pair of certification authOrItIES............ceviiiiiiiiiiii e a7
6.1.1.2 GeNEration Of RA KEYS ... ittt et e e st r e e e st et e e sbreeeesbnneeeaas 48
6.1.1.3 Generation Of SUDSCIDEIS KBYS .....cco ittt e e 48
6.1.2. Delivery of the Private Key to the SUDSCIIDET ...........ouiiiiiie e 48
6.1.3. Delivery of the Public Key to the Certification AUtNOTILY ........cccuvviiiiiei i 48
6.1.4. Delivery of the Public Key of the Certification Authorities to Trusted Parties..........cccccceeeeiiiiciiiieieeeennnes 48
B.1.5. LENGLN OF KBYS ...ttt e ekt e e bbbt e e e bbbt e e s bbb et e s R b e e e e bbb e e e s nn e e e e e nnne s 49
6.1.6. Generating Parameters of the Public Key and Quality CheCK ..........c.cocciiiiiiieeiiiiiiiieice e e e 49
6.1.7. Application of the Keys (By Key Usage Field for X.509 v.3 CertifiCates) ..........ccceeevvrrrrreeeiiiiiiiiieneeeeeeenns 49
6.2. Protection of the Private Key and Technical Control of the Cryptographic Module..............cccccooviiiiiniiieennn 50
6.2.1. Standards for the Cryptographic MOAUIE...........c..iiiiiiiii e 50
A S E AV (= (=Y I 11 £ 1 o P 50
6.2.3. DePOoSItiNg Of the PriVALE K@Y ......uuuiiiiiiiiiiiiiiieieieieieieieieieiereeeeeeereee e reeerereerare e rereresssssersssssssnssnsnsnsssnnnsnnns 51
6.2.4. Back-Up Copies Of the PrIVALE KEY .......cooiiiiiiiiiiiie ittt e e 51
6.2.5. Private K@Y AFCHIVING.....cci ittt ettt s bbbt e e s bt et e e s bt st e e skt et e e s bbb e e e s bbb e e e s nnnneeas 51
6.2.6. Uploading a Private Key to the Cryptographic Module or its Downloading..............eeeevvieiiiminimininininnninn. 51
6.2.7. Storing of the Private Key in the Cryptographic MOdUIE................uuuuuiiimiiieiiiiiiiiiiieieieeeee . 51
6.2.8. Private KEY ACHVALION ...ttt ittt ettt e e s bb et e e s bbb et e s e abe e e e e asbb e e e s anbb e e e s nnnneeas 52
6.2.9. Deactivation Of the PrIVALE KEY ........ouiiiiiiiiiii ettt e e s e e e s nnnneeas 52
6.2.10. DeStruction Of the PrIVALE KEY ..........uuuuieieieiiiiieieieieiereieiereeerererere e e 52
6.2.11. Possibilities of the CryptographiC MOAUIE ..............uuiuiiiiiiiiiiiiiiieii e e 52
6.3. Other ASpects 0Of KEY MaNAGEIMENT ........ooiiiiiiie ittt ettt e e et e e e e e st et e e e aabe e e e e aabneeeenaeee 52
6.3.1. PUDIIC KEYS AICRIVING ...ceiiiitiiii ittt ettt bb et e s bbbt e e s ab e e s sttt e s aabb e e e e nnnaeeas 52
ORI £ 1o 1Y == T T To o] @1 =T 1] {Tox= L= 52
L Ao 1)Y= LT o I 7 1 - 53
6.4.1. Generation and Installation of ACHVAING DAL ..........cuueiiiiiiiiiiiii e 53
6.4.2. ACtiVating Data PrOLECLION .........uuiiiiiiiiie ettt ettt e e s bbbt e e s aabb et e s anbb e e e s snnaeeas 53
6.4.3. Other Aspects Relating to ACtIVAtiNG DALA ...........uuuuuuuuiuiiriiiiiiiieieieieieieieee ... 53
6.5. Supervision Over COMPULET SYSIEM SECUILY .....uuuuuuuuuiereeieieierererererrrerererererere ... 54
6.5.1. Technical Requirements Concerning Specific Security Measures for Computer Systems............ccoouee.. 54
6.5.2. Assessment of Security Of COMPULET SYSTEMS .....cooiuiiiiiiiiiii et 54
6.6. Life Cycle of Technical SECUNTY MEASUIES ......c.coi ittt e et e e e e e e s e e e e e e e e nbeeeees 54
6.6.1. System DeVvelOPMENT SUPEIVISION......coi i ittt ettt e e e e et b et e e e e e e e s abbbe e e e e e e e e aannbssneeeaaeaaaann 54
6.6.2. Security ManagemeENt SUPEIVISION ........coi ittt ittt ettt e st e ettt e e s atbe e e saase e e e sasbeeaesasbeeeesanbeeeesannneeas 55
6.6.3. Supervision Over of the Life Cycle of SECUrity MEASUIES ........ccuviiiiiiiiieiiiiee e 55
6.7. Supervision Over Computer NEtWOIK SECUFTLY ........c.uriiieiie ettt ee e e e e e e e e e e e aneeees 55
RS T N0 0 (=Y =T o] o1 o PP PURPPT PP 55
7. CERTIFICATE PROFILE AND CRLS ....ettitttttttititetettttueaeeeeeaeeeeeaeaeeeaeseaeeesesesessessesssssssssssesssssssssnsssnsnnnssnssnssmnnssnnnnnnns 55

4 T =4 1) o= 1 (=N = 0 ][RP 55



A I YT €T o I 18] ] o= €] PP PP UPOUPPRPTR 57

7.1.2. CertifiCate EXIENSIONS ....ciiiiiiiii ittt ettt ettt sttt e sttt e s bbbt e e s bbbt e e stb et e e s ambe e e e s anbb e e e s annbeeesannneeas 57
A I ] = o o) o= ] o L (= PSPPSR 57
7.1.2.2. KIR sSUDOIdIiNAte COMIfICALE .........uuiiiiieeiiiiiiie et e e e s et e e e e e e e e e nnnrneeeeaeeas 57
7.1.2.3. KIR end-entity Certificate — S/IMIME CeItifiCALE.........c.ueiiiiiiiii i 57

4 e N o o T 11 g I o 1= ) 1T SR RRERR 58
A0 T B S o 1= U o] 1T =) V7 1 ) o PSSR 58

A O T T = 3 Y N PSP 58
A R T 2 O 17 N SRR 58

7. 1.4, INBIMNIE F OIS ..o eteteteteteteteteeeee ettt et e et e e e e e e e e e et e e e e e e s s e e e s e s e £ s £ 8 Ee e e e e e e e e s e s EnRnEnEnnnEnnnnnrnnn 58

7.1.5. Limitations IMPOSEA ON NAIMES .....ciiiiiiiiiiiiiiiee e e e st e e e e e e st e e e e e e s s ss e taeeeeeeessantataeeeeeesssansrsreneeaessaanns 58

7.1.6. Identifier of the CertifiCation PONCY ..........oiiiiiiiii e 58

7.1.7. Use of Extensions Not Allowed in the Certification POICY ..........c.oiiiiiiiiiii e 59

7.1.8. Policy qualifiers SyntaxX and SEMANTICS ... ...uuuuuuuuirireeieieieiererereeernrerererererereree ... 59

7.1.9. Processing of Semantics for the Critical Extensions of the Certification POICY .............cvvvviiivininiiiiininnnnn. 59

A7 (o) {1 =3 1 1= I O PP 59
A Y =T ] T o I 18 o ] o 1= RS PPERRR 61
7.2.2. CRL @Nd CRL ©NEIY ©XIENSIONS ....uuvutuuuteusisteuststsreesesrnsssnrsrsssssesssrerssersrerereee...—.—.—.—.—.—.—.—.—.—.—.———.—.———————. 61

R T O 10351 S = (o] 1= PSSR 61

7.3.1. Certificate STAtUS QUETY .....ueiiiiiiiiie ettt ettt ettt ettt e sttt e e s be e et e s bbbt e e s kb et e e sbbe e e e s sbe e e e e aabb e e e s anbbeeeennnneeas 62

7.3.2. OCSP SEIVEI RESPONSE ...ttt et et ittt e e ettt e e e e e sttt e e e e s s E e ettt e e e e et srn ettt e e e s e sannrnneeeaeenenann 62

7.3.3. VEISION NUIMDET ...ttt et oo oottt e e e e e e o ab bbbt e e e e e e e s anbbbeeeeeeeseannbbbneeaaeeeeaann 64

7.3.4. OCSP EXIBNSIONS .....etteiiiiiei ittt ettt e e ettt e e e e e sk be b ettt e e e e e e e bbbe et e e e e e e s nnbbbeeeeeeeseannnbbbneeeaaeeeaann 64

. COMPLIANCE AUDIT AND OTHER ASSESSMENTS ... .ottt et e e e e e et s e e e e e e e et e e e e e e eeanneanns 64
8.1. ISSUES COVEIEA DY AU ..ottt ettt e e e bt e e e et bt e e e aabe e e e e saba e e e e aabb e e e e anbaeeeeanbneeeeaa 64
8.2. Frequency and Circumstances Of ASSESSIMENT. ........ciiiiieiiiei e ae e 65
8.3. Identity / Qualifications Of the AUTITON........ .. 65
8.4. Relation Between the Audited and the Audited UNit ... e e 65
8.5. Actions Undertaken to Removal Defects Detected During the Audit.............ccoeiiiiiiiiiii e 65
8.6. INfOrmMiNg ADOUL AU RESUILS ... e ea e e e a e e e e e e e e e e e e e e e aeaaaas 65
8.7 INTEINAI AUIES ...ttt oottt e e e oo e o kbbbt e e e e e e e e s a st et e e e e e e e e e e nnbbbeeeeeeeeeaannbbbneeaeaeeeanns 66

. OTHER BUSINESS AND LEGAL ISSUES. ... ..ottt e e e e et s e e e e e e et s e e e e e e e e s taa s e e e e eeanaeanns 66
LS B0 O =T 66

9.1.1. Fees for Certificate Issuance and ItS RENEWAL.............ooiiiiiiiiiii e 66

9.1.2. Fee fOr ACCESS t0 CITIfICALES. ... .eiiiiiiiiiiiii ettt e e e e e s sttt e e e e e e e e aabbbreeeaaeeeanns 66

9.1.3. Fees for Revocation or Information About Certificate StatUS .........ceeeveiiciiiiiiiee e 66

o I YT (o] g @ 1= G Vo = PR 67

9.1.5. REIMBDUISEMENT OF FEES ...ttt ettt e e e e e s bbb e et e e e e e e s abbb et e e e e e e e sanbbbneeeaaeaaaanns 67

9.2, FINANCIAI LIADIITY ..ceeeee ettt e ettt e e e e e s bttt e e e e e e e s nbb bt e e e e e e e e aannbnbneeaaaeeeanns 67
S N T = g (ot = L = o ) PSPPSR 67
S @ 1 1= AN Y £ PRSI 67



9.2.3. Extended SCOPEe Of the WAITANTY .......coi ittt e e e e e st e e e e e e e e sanbsbreeeaaeeeanns 67

9.3. Business Information CoNfideNtiality ...........cccuuiiiiiieoii e e s e e e s s s e e e e e s s s rntnraeeeeeeeeannns 67
9.3.1. Scope of confidential INfOrMALION ..........ccuiiiiiiee e e e e s e e e e s e s narrarereeaeeeaanns 67
9.3.2. Information That is Not Confidential INformation .............ccoo i 68
9.3.3. Responsibility for Protection of Confidential INfOrmation ...............oooiiiiiiiiiiiiei e 68

9.4, Personal Dat@ PrOtECHION ........uuiiiiiiiiie ittt ettt e e sttt e e e sttt e e e anbb e e e e anbbeeeesnbbeeeesnbeeeeeanbaeeeeans 68
9.4.1. PIIVACY RUIES ... .o iieeiiie ettt e e e e e sttt e e e e e s st et e et e e e e e sa s tataeeeaeeessanstaaeeeeeeesesnsntnnneneeaensaanns 68
9.4.2. Information CONSIAErEd AS PrIVALE ...ttt et e e e e e e st e e e e e e e e asnnbaaneeeaaeeeaanns 68
9.4.3. Information NOt CoNSIAEred AS PrIVALE ........coiiiiiiiiiiiiiii et e e e e e e e st reeeaaeeaeanes 68
9.4.4. Responsibility for Protection of Private INformation..............cccciiiiiii e 68
9.4.5. Reservations and Authorisation to Use Private INfOrmation.............occuiii i 69
9.4.6. Disclosure of Information in Compliance with a Court or Administrative Order ............cccocvvveriiieeerninene. 69
9.4.7. Other Circumstances of INformation DISCIOSUIE .........uuiiiiiiiiiiiiiiiii et e e e e e e e e e e e anes 69

9.5. Intellectual Property PrOtECHION ......... e s a s e s s s s e e s e s s e e e e e e e s e e e e e e e e e e e e e aeaaeas 69

9.6. RepresentationNs anNd WalTANTIES ... ... e s e r e e s e e e e s e e e e e e e e e e e e a e e e e e e e e e e e e e e e e aeaaeas 69
9.6.1. Obligations and Warranties of KIR with Respect to Non-Qualified Trust ServiCes ........c.ccccuvevvvevereeennnnns 69
9.6.2. Obligations and Warranties of the Registration AUtNOFILY...........c..oiiiiiiiiiiii e 70
9.6.3. Obligations and Warranties Of the SUDSCIDEN ............uuuuiuiiieiiiiiiieiiiieiee e 70
9.6.4. Obligations and Warranties oOf the TruSted Party ...............uuuuuuiuieiuiiieieirieieieiuinreieieer e —————————. 71
9.6.5. Obligations and Warranties of Other ENtItIES ..........ooouiiiiiiiii s 71

9.7. Exclusions from Liability Under the WAITANTY ...........ooiiiiiiiiiiiiie ettt e e 71

Lo 2R T I 11 = 140 T 0= 112 71

LS IR TR o101 1= 1S o] o 71

9.10. Term of the Document and EXPiry Of ItS ValdItY .........ocuuiiiiiiiiiiii e 71
LS 000 0t I I ¢ o 71
S R I oYU 72
9.10.3. EffeCtS Of DOCUMENT EXPIIY ....vuvvueieiuiersietsususustsssesesssssrssssssssessssrerererersrerereserererer.—....—.r.....—.... 72

9.11. Individual Notices and Communication With USEIS ..........eiiiiiiiiiiiiiiiii et e e e e e e e e e e e 72

9.12. Implementing Amendments t0 the DOCUMENT ..........ooiiiiiii ittt bb e e e s breee e 72
9.12.1. Amendment IMpIemeNntation PrOCEUUIE ...........uuuuuuieieiiieiiieieieieeeereeerererererersrererererererererersrersrersrsrsrsrnrnrnnes 72
9.12.2. Mechanisms and Dates of Notifying About Amendments and Expected Comments ............cccccvvvvnnnnnns 73
9.12.3. Circumstances Requiring a Change of the Identifier ... 73

9.13. DiSpUte RESOIULION PrOCEAUIES.......coiiiiiiiei ittt ettt e e st bt e e e s be e e e e sabae e e e sabaeeeeabbeeeesnbbeeaeans 73

9.14. Governing Law and JUFSAICTION ........ciiiiiiiiiiieeit ettt et e e e e e sttt e e e e e e e s nbbe e e e e e e e s e s anbbrneeeaaesaaanns 73

9.15. Compliance With APPHCADIE LAW.......cciiiiiiiiiiiiiii ettt e e e e e et e e e e e e e e e nbbbeeeaaaeeeaans 73

9.16. MISCEIIANEOUS PrOVISIONS ....ieiiiiiieiiieeiieeeesieiitietee e e e s s sesteaeeeeeessss s tateeeeeaesssanseateneeeeessannsssaneeeeesssannsssnneneeesesnnns 73
9.16.1. Completeness of the Terms and Conditions of the AGreement ...........ccooveiiiiiiiiee i 73
9.16.2. ASSIGNMENT Of RIGNTS ..ottt e e e e st e e e e e e e brbreeeaaeeeanns 74
9.16.3. Severability Of PrOVISIONS ..........eiiiiiiiiiiiiiiie ettt e e e e e s bbbt et e e e e e s abbbeeeeeaeeeaanbbbreeaaaaeaaann 74
9.16.4. ENfOrCEADIIILY ClAUSE ... veiiieiiiiee ittt sttt e e s bt e e s bbbt e e s st b e e s enbb e e e s annteeesnnnneeas 74
0.16.5. FOICE IMAJEUIE.....ceiiitiiee ettt ettt ettt ettt e a4t b et e e ok ettt e e bbbt e e skt et e e saeb et e e s nbe e e e abbeeeesnbeeeeennnneeas 74



9.17. Other Provisions

10



1. FOREWORD

“The Certification Practice Statement and Certification Policy of KIR for Trusted S/IMIME Certificates”, hereinafter
referred to as the “CPS”, defines the general principles and procedures applied by Krajowa Izba Rozliczeniowa
S.A., hereinafter referred to as “KIR”, in the provision of trust services consisting of issuing S/MIME certificates,
hereinafter referred to as “certificates” or “S/MIME certificates”, within the Szafir Electronic Signature Support
Centre.

CPS sets forth detailed solutions, including technical and organisational, that indicate the manner, the scope, and
the terms and conditions for creating and applying S/MIME certificates. The CPS also defines parties that
participate in the process of provision of trust services, recipients of services, and entities that use certificates, their
rights and obligations.

The CPS has been prepared on the basis of recommendations in RFC 3647 (Certificate Policy and Certification
Practice Statement Framework) and is aimed at satisfying information needs of all those participating in the PKI
infrastructure described herein and supported by KIR.

1.1. Introduction

Non-qualified S/IMIME certificates are issued by the Szafir Electronic Signature Support Centre. in compliance with
WebTrust requirements (www.webtrust.org). The CPS defines the rules of their provisions, actions that are
performed by certification authorities, registration authorities, and subscribers and trusted parties. Issuance of
S/MIME certificates shall be done irrespective of provision of qualified trust services.

S/MIME certificates issued by KIR are compliant with the X.509 v3 standard and latest versions of:

. Baseline Requirements for the Issuance and Management of Publicly-Trusted S/IMIME Certificates,
published at www.cabforum.org, referred to as “S/MIME Baseline Requirements”;

. Network and Certificate System Security Requirements published at www.cabforum.org;
. Common CA Database Policy;

. requirements of relevant trust programmes, including Apple Root Certificate Program, Chrome Root
Program, Microsoft Trusted Root Program, and Mozilla Root Store Policy.

In the event of any discrepancies between this CPS and the above-mentioned documents, those documents shall
take precedence over the CPS.

1.2. Document Name and Its Identification

The CPS has the following distinguished identifier (OID: 1.2.616.1.113571.1.2.1.5):

iso(1) member-body(2) pl (616) organization(1) id-kir(113571) id-szafir(1) id-nkw(2) id-certPolicy-doc(1) id-szafir-
kpc(5)

The current and the previous versions of the CPS are available at the website www.elektronicznypodpis.pl at Home
\ Support \ Legal basis \ CPS, Policies, Regulations.

This CPS is a combined Certification Policy and Certification Practice Statement (CP/CPS) document for the PKI
hierarchy described in section 1.3, intended for the issuance of SIMIME certificates. KIR maintains a publicly
available, authoritative English version of the CPS in Markdown format, disclosed in CCADB. Other language
versions or documents relating to the PKI hierarchy described in the CPS may not conflict with the authoritative
English version.

1.3. Participants of the PKI Infrastructure Described in the CPS

The CPS describes the entire PKI infrastructure necessary for the provision of trust services that is operated at KIR.
Its major participants are:
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1) the root certification authority — Szafir Root CA5 SMIME;
2) the operational certification authority - Szafir Trusted CA9 SMIME;
3) registration authorities;
4)  contracting authorities;
5) subscribers;
6) trusted parties.
1.3.1. Certification Authorities

The root certification authority Szafir Root CA5 SMIME is the main certification authority that issues certificates for
itself (the so-called self-signed certificate) and certifies the subordinate operational certification authorities.

Szafir Root CA5 SMIME does not issue end-entity certificates directly to Subscribers.

The operational certification authority Szafir Trusted CA9 SMIME issues certificates for Subscribers and provides
the information necessary to verify the validity of the certificates it issues. Tasks related to accepting requests for
issuing, suspending, or revoking certificates, and issuing certificates are carried out by registration authorities.

The operational certification authority issues certificates with the following policy identifiers:

Name of an operational certification | Policy identifier
Authority

Szafir Trusted CA9 SMIME 2.23.140.1.5.1.2,

2,23,140.1.5.2.2,
2.23.140.1.5.3.2,
2.23.140.1.5.4.2
1.2.616.1.113571.1.2.10

1.3.2. Registration authorities

Registration authorities shall carry out tasks relating to support of contracting authorities and subscribers. Their
tasks, among others, include:

1) execution of agreements with contracting authorities;

2) verification of identity of subscribers and their rights to receive certificates;

3) provision of certificates to subscribers;

4) acceptance and implementation of requests for suspension, revocation, or status change after suspension.
Only registration authorities of KIR shall perform tasks of registration authorities.

A list of units carrying out tasks of registration authorities together with their office hours is available at the web site
of www.elektronicznypodpis.pl.

1.3.3. Subscribers

A Subscriber may be a natural person, a legal person, or an organizational unit without corporate existence whose
data are included, or are to be included, in the certificate.

The activities assigned to the Subscriber under this CPS — including acknowledging receipt of the certificate,
confirming possession of the private key, accepting the certificate content, and establishing PIN and PUK codes or
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passwords for requesting certificate revocation or suspension — may be performed by a person authorized by the
contracting authority or the Subscriber. This authorized person is also responsible for fulfilling all obligations related
to the protection of the private key.

In case of certificates issued to entities other than a natural person actions provided in the CPS for a subscriber,
including confirmation of certificate reception, confirmation of having a private key, acceptance of the certificate
contents, determining the PIN and PUK codes, or passwords for requesting revocation and suspension of the
certificate shall be performed by a person authorised by the contracting authority. This person is also charged with
obligations relating to protection of the private key.

1.3.4. Trusted Parties

A trusted person shall be understood to mean a natural person, a legal person, or an organisational unit without
corporate existence that undertakes actions or any decision trusting electronically signed or sealed data with the
use of a public key contained in the certificate issued by KIR.

A trusted party should pay attention to the type of a certificate and the policy pursuant to which it has been issued.
In case of doubts whether a specific certificate has been issued correctly and whether it is used by an entity that is
authorised to that, a trusted party shall be obliged to report doubts to KIR. Reporting may be done by telephone at
the hotline number during its office hours or on a 24h basis by using a contact form available at
www.elektronicznypodpis.pl.

1.3.5. Other Participants

The term of a contracting authority refers to a natural person (including a carrying out a business activity), a legal
person, or an organizational entity without legal personality that has concluded an agreement with KIR for the
provision of trust services involving the issuance of certificates. Under the agreement, the Contracting Authority
may request certificates on behalf of Subscribers.

1.4. Appropriate Uses of the Certificate

Certificates issued in accordance with the CPS shall be used to provide integrity, identity, confidentiality, and non-
repudiation of sent data.

Certificates that have been issued in accordance with the CPS are not qualified certificates.
1.4.1. Types of Certificates and Recommended Areas of Use
S/MIME certificates for securing electronic mail are issued in four variants:
. Mailbox-Validated (S/MIME MV) — containing the email address;
. Individual (Individual-Validated) (S/MIME IV) — containing the given name, surname, and email address;

. Organization (Organization-Validated) (S/MIME OV) — containing the organization’s data and the email
address;

. Sponsor (Sponsor-Validated) (S/MIME SV) — containing the given name, surname, email address, and the
organization’s data.

Certificates issued under the CPS are Multipurpose generation certificates within the meaning of the SIMIME
Baseline Requirements.

Certificates issued under the CPS shall be used in compliance with their intended purposes and by entities that
have been so authorised. Certificates should be used in applications that have been prepared for that and that
satisfy at least the requirements specified below:

1) proper security of the source code and work performed in a safe operational environment;

2)  proper support of cryptographic algorithms, the hash function;
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3) proper management of certificates, public and private keys;
4)  verification of statuses and certificate validity periods;

5) proper manner of informing the user about the condition of the application, status of certificates, verification
of electronic signatures or electronic seals.

1.4.2. Prohibited Areas of Use

Certificates issued pursuant to the CPS are not allowed to be used outside the stated areas of use. It is also
prohibited to use certificates by unauthorised persons.

1.5. CPS Administration

The CPS shall be subject to changes relative to business and technological needs. The current version of the CPS
shall be binding. The previous version of the CPS is effective until the next binding version has been published.
Working versions shall not be published.

1.5.1. Organization Administering the Document

Work on amendments and updates of the CPS have been performed by an organisational unit of KIR S.A. that is
responsible for the provision of trust services. An organisation that is responsible for managing the CPS:
Krajowa lzba Rozliczeniowa S.A.
ul. rtm. W. Pileckiego 65
02-781 Warszawa
Poland

1.5.2. Contact Particulars

Any correspondence related to the provision of trust services shall be directed to the address of the registered seat
of KIR:

Krajowa lzba Rozliczeniowa S.A.
Biuro Obstugi Klienta [Customer Service Office]
ul. tm. W. Pileckiego 65
02-781 Warszawa
with an annotation reading “certyfikaty” [certificates]
tel. +48 22 545 55 55
e-mail: kontakt@kir.pl
or to addresses of branches of KIR, if so agreed or the customer service procedure set forth by KIR so provides.

For each entity listed in section 4.9.2 KIR makes available the following website with instructions on how to report a
suspected compromise of the private key, misuse of the certificate, other types of possible fraud, violations, and
any issues related to certificates:

Jak zawiesi¢ lub uniewaznic certyfikat? \ Pomoc \ Bezpieczenstwo certyfikatow \ Podpis elektroniczny Szafir

1.5.3. Entities Defining Validity of the Rules Provided in the CPS

The update of the principles set forth herein and other documents concerning provision of trust services is the
responsibility of an organisational unit of KIR that is responsible for the provision of trust services.
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1.5.4. CPS Approval Procedures

The CPS shall be approved by the Management Board of KIR in accordance with the defined review and approval
process. After approval it shall receive a status as effective with indication of its effective date. It is published on the
websites of KIR on that date at the latest.

1.6. Definitions and acronyms

1.6.1. Definitions

CAA — According to RFC 8659, a DNS Certification Authority Authorisation (CAA) record allows the DNS domain
name holder to specify one or more Certification Authorities (CAs) authorised to issue certificates for that domain
name. CAA resource records allow a CA to implement additional controls to reduce the risk of inadvertent
certificate mis-issue;

KIR Operator - an individual authorised by the KIR who is involved in registrat